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Introduction: Mastering Cisco CCNA Routing and Switching

In today’s digital age, network engineers are the backbone of every organization. Whether you’re a budding IT

professional or a seasoned technician looking to sharpen your skills, Cisco’s CCNA (Cisco Certified Network

Associate) certification remains a gold standard. The CCNA exam covers a wide array of topics— from basic

networking fundamentals to advanced routing and switching concepts—making it essential for anyone who wants

to build, maintain, or troubleshoot enterprise networks.

To help you navigate the learning path, this article compiles cisco ccna routing and switching training notes

that cover the most recent exam domains, including the 100-101, 100-102, 200-120, and the updated CCNA

syllabus. We’ll break down each module, highlight key concepts, provide practical lab exercises, and share

exam �ready tips. By the end, you’ll have a comprehensive study guide that blends theory with hands �on practice,

setting you up for success on the exam.

Why the CCNA Matters in the Modern Network Landscape

The CCNA certification is more than just a badge; it’s a demonstration of a professional’s ability to design,

implement, and troubleshoot network infrastructure. Employers worldwide value CCNA holders for their proven

knowledge of:

•  Network fundamentals and topology design

•  Layer 2 switching, VLANs, and Spanning Tree Protocol (STP)

•  Layer 3 routing, OSPF, EIGRP, and RIP

•  IPv6 implementation and security fundamentals

•  Automation and programmability basics with Cisco IOS and NX �OS

With the rapid evolution of cloud services, software �defined networking (SD �N), and the Internet of Things (IoT), the

demand for skilled network engineers continues to rise. By mastering the CCNA curriculum, you position yourself at

the forefront of this dynamic field.

Overview of the CCNA Exam Structure

The CCNA exam has undergone several revisions. The current structure is a single 120 �minute test that covers a

broad range of domains. Below is a snapshot of the key domains and their weightage:

1.  Network fundamentals – 20%

2.  Network access – 20%

3.  IP connectivity – 25%

4.  IP services – 10%

5.  Security fundamentals – 10%

6.  Automation and programmability – 15%

While the exam has evolved, the core concepts from the 100-101, 100-102, and 200-120 tracks remain



foundational. Understanding these tracks will give you a deeper insight into the exam’s logic and help you build a

solid knowledge base.

Deep Dive into the 100 �101 (ICND1) Training Notes

1.1 Network Fundamentals

ICND1 focuses heavily on the basics. Key topics include:

•  OSI and TCP/IP models

•  IPv4 addressing, subnetting, and CIDR

•  Subnet mask calculation and host/ network bits

•  Basic routing concepts: static vs dynamic routing

•  Network devices: routers, switches, firewalls, and access points

Hands �on labs: Subnetting practiceon a Cisco Packet Tracer or GNS3. Use the show ip interface brief command

to verify interface status.

1.2 Network Access

This section introduces Layer 2 switching fundamentals:

•  Ethernet frame structure and MAC addresses

•  VLANs, trunking (802.1Q), and VLAN tagging

•  Spanning Tree Protocol (STP) and Rapid STP (RSTP)

•  Port security and sticky MAC addresses

Lab exercise: Configure a switchport trunk encapsulation dot1q and verify trunk status with show interfaces trunk.

1.3 IP Connectivity

ICND1 covers static routing and basic routing protocols:

•  Static routing configuration on Cisco IOS

•  Default gateway configuration

•  Routing tables and route summarization

•  Introduction to dynamic routing (RIP)

Lab: Configure ip route 0.0.0.0 0.0.0.0 192.168.1.1 on a router and verify with show ip route.

1.4 Security Fundamentals

Security concepts include:

•  ACLs (Access Control Lists) – standard and extended

•  Port security on switches

•  DHCP snooping and dynamic ARP inspection

Lab: Implement a standard access-list 10 permit 192.168.1.0 0.0.0.255 on a router.

1.5 Troubleshooting Basics

Essential troubleshooting commands:

•  ping, traceroute, show interfaces, show ip route, show ip interface brief

•  Understanding error messages and common causes

Practice: Use traceroute 8.8.8.8 to diagnose connectivity issues.



Exploring the 100 �102 (ICND2) Training Notes

2.1 Advanced Switching

ICND2 dives deeper into Layer 2 technologies:

•  VLAN routing (Router-on-a-Stick)

•  EtherChannel and LACP

•  STP enhancements: PVST+, MSTP

•  Switchport security enhancements

Lab: Configure interface GigabitEthernet0/1 as a trunk, then set up EtherChannel with channel-group 1 mode

active.

2.2 Advanced Routing

Dynamic routing protocols are the core of ICND2:

•  RIP version 2 (RIPv2) and its configuration nuances

•  EIGRP – autonomous system numbers, neighbor relationships, and route redistribution

•  OSPF – area types, summarization, and route filtering

Lab: Configure OSPF on a router with router ospf 1 and network 10.0.0.0 0.0.0.255 area 0.

2.3 Network Services

Key services covered:

•  DHCP – server and relay configuration

•  NAT – static, dynamic, and PAT

•  IP addressing with IPv6 – stateless and stateful autoconfiguration

Lab: Set up NAT overload with ip nat inside source list 1 interface GigabitEthernet0/0 overload.

2.4 Security Enhancements

Advanced security topics include:

•  ACLs – named ACLs, extended ACLs, and ACL application

•  Port security with sticky MAC addresses and MAC authentication

•  DHCP snooping and IP source guard

Lab: Implement a named extended ACL to block traffic from a specific IP range.

2.5 Troubleshooting Advanced Scenarios

Deep troubleshooting techniques:

•  Using debug commands for real �time diagnostics

•  Analyzing routing table entries and understanding administrative distance

•  Diagnosing VLAN and STP issues

Lab: Use debug ip ospf events to troubleshoot OSPF adjacency problems.

Understanding the 200 �120 CCNA Exam (Updated Syllabus)

3.1 Network Fundamentals (20%)

Core concepts include:



•  IP addressing, subnetting, and VLSM

•  IPv6 addressing and configuration

•  Network topologies and design principles

Lab: Design a subnetting scheme for a 10.0.0.0/8 network using VLSM.

3.2 Network Access (20%)

Focus on Layer 2 technologies:

•  VLANs, trunking, and 802.1Q

•  Spanning Tree Protocol variants (STP, RSTP, MSTP)

•  Port security and EtherChannel

Lab: Configure a switch port as an access port and verify VLAN membership.

3.3 IP Connectivity (25%)

Routing fundamentals and protocols:

•  Static routing and default gateways

•  Dynamic routing protocols: OSPF, EIGRP, and RIP

•  Routing protocol configuration and troubleshooting

Lab: Set up OSPF on a router and verify neighbor relationships with show ip ospf neighbor.

3.4 IP Services (10%)

Essential services:

•  DHCP – server and relay

•  NAT – static, dynamic, and PAT

•  DNS – basic configuration and troubleshooting

Lab: Configure a DHCP pool on a router with ip dhcp pool LAN.

3.5 Security Fundamentals (10%)

Security best practices:

•  ACLs – standard, extended, and named

•  Port security, DHCP snooping, and IP source guard

•  Secure management protocols (SSH, SNMPv3)

Lab: Enable SSH on a router with ip ssh version 2 and verify with show ip ssh.

3.6 Automation and Programmability (15%)

Modern networking concepts:

•  Cisco IOS XE and NX �OS command-line interface (CLI)

•  Python scripting basics and NETCONF

•  REST APIs and Cisco DNA Center integration

Lab: Use a simple Python script to pull interface statistics via NETCONF.

Practical Lab Setup: Tools and Resources

Hands �on practice is critical for mastering CCNA concepts. Below are recommended tools:



•  Cisco Packet Tracer – Ideal for beginners and quick simulations.

•  GNS3 – Allows real IOS images for a more realistic experience.

•  vIOS on AWS or Azure – Cloud �based labs for remote practice.

•  NetSim – Official Cisco simulation platform.

Tip: Create a lab topology that mirrors a real �world scenario—multiple VLANs, inter �VLAN routing, and dynamic

routing protocols. Document each step in a lab notebook, as this will serve as a valuable revision aid.

Exam �Ready Tips and Strategies

4.1 Time Management

The CCNA exam lasts 120 minutes. Allocate roughly 20 seconds per question, leaving a buffer for review. Use the

“skip and return” strategy for difficult questions.

4.2 Understanding Question Types

CCNA questions can be:

•  Multiple choice (single or multiple answers)

•  Drag �and �drop

•  Simulation (configuring a virtual device)

•  Image �based questions (interpreting diagrams)

Practice with sample questions from official Cisco study materials.

4.3 Focus on Core Concepts
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